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§323.1 Purpose and scope.

This part 323 implements the Privacy
Act of 1974 (5 U.S.C. 552a) and DoD Di-
rective and DoD Regulation 5400.11, De-
partment of Defense Privacy Program
(32 CFR part 286a). It applies to Head-
quarters, Defense Logistics Agency (HQ
DLA) and all DLA field activities.

§323.2 Policy.

It is the policy of DLA to safeguard
personal information contained in any
system of records maintained by DLA
activities and to make that informa-
tion available to the individual to
whom it pertains to the maximum ex-
tent practicable. DLA policy specifi-
cally requires that DLA activities:

(a) Collect, maintain, use, and dis-
seminate personal information only
when it is relevant and necessary to
achieve a purpose required by statute
or Executive Order.

(b) Collect personal information di-
rectly from the individuals to whom it
pertains to the greatest extent prac-
tical.
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(¢) Inform individuals who are asked
to supply personal information for in-
clusion in any system of records:

(1) The authority for the solicitation.

(2) Whether furnishing the informa-
tion is mandatory or voluntary.

(3) The intended uses of the informa-
tion.

(4) The routine disclosures of the in-
formation that may be made outside
DoD.

(5) The effect on the individual of not
providing all of any part of the re-
quested information.

(d) Ensure that all records used in
making determinations about individ-
uals are accurate, relevant, timely, and
complete.

(e) Make reasonable efforts to ensure
that records containing personal infor-
mation are accurate, relevant, timely,
and complete for the purposes for
which they are being maintained before
making them available to any recipi-
ents outside DoD, other than a Federal
agency, unless the disclosure is made
under DLAR 5400.14, DLA Freedom of
Information Act Program (32 CFR part
1285).

(f) Keep no record that describes how
individuals exercise their rights guar-
anteed by the First Amendment of the
U.S. Constitution, unless expressly au-
thorized by statute or by the individual
to whom the records pertain or is perti-
nent to and within the scope of an au-
thorized law enforcement activity.

(g) Make reasonable efforts, when ap-
propriate, to notify individuals when-
ever records pertaining to them are
made available under compulsory legal
process, if such process is a matter of
public record.

(h) Establish safeguards to ensure the
security of personal information and to
protect this information from threats
or hazards that might result in sub-
stantial harm, embarrassment, incon-
venience, or unfairness to the indi-
vidual.

(i) Establish rules of conduct for DoD
personnel involved in the design, devel-
opment, operation, or maintenance of
any system of records and train them
in these rules of conduct.

(j) Assist individuals in determining
what records pertaining to them are
being collected, maintained, used, or
disseminated.
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